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US Confidentiality Policy 
Introduction and background 
During the course of their day to day work, United Synagogue staff and volunteers handle a great 

deal of information, in both paper and electronic formats. Some of this is the personal data of 

members, suppliers, staff, volunteers, supporters, donors and trustees, and is covered by our Data 

Protection Policy. Some information about the United Synagogue and its operations is also sensitive 

and confidential, (including commercially confidential), and could, if disclosed, have adverse 

implications for the Charity. 

 

Purpose  
The purpose of this policy is: 

• To safeguard all confidential information within the United Synagogue; 

• To provide guidelines for all individuals working within the organisation; 

• To ensure a consistent approach to confidentiality across the Charity; 

• To ensure all staff and volunteers are aware of their responsibilities with regards to 

confidential information; 

• To provide all individuals working within the US, information on the various documents that 

set out the laws, codes of practice, and procedures, relating to confidentiality and which 

apply to them. 

General principles 
The United Synagogue (US), has a statutory duty to safeguard the confidential information it holds, 

from whatever source, that is not in the public domain. The principle of this policy is that no 

individual or company working for or with the US, shall misuse any such information, or allow others 

to do so.  

 

The Charity is also committed to ensuring that any personal information in its possession is 

processed and stored in accordance both with the Data Protection Act 2018 and The UK General 

Data Protection Regulation 2021 (UK GDPR 2021). 

 

Confidentiality is a broader concept than data protection, but there is overlap between the two 

areas; 

• Confidentiality refers to all forms of information, including personal information about 

members, employees or volunteers, information about the organisation, for example, its 

plans or finances and information about other organisations, whether the information is 

recorded or not. 

• Data protection concerns only personal information, which is recorded, whether this be in 

electronic or hardcopy format. 

Scope 
This policy applies to all members of staff, volunteers, honorary officers and trustees, across the 

organisation. Further, this policy applies to all third parties and others, authorised to undertake work 

on behalf of the United Synagogue.  

https://www.theus.org.uk/article/us-data-protection
https://www.theus.org.uk/article/us-data-protection
https://www.gov.uk/data-protection
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/711097/guide-to-the-general-data-protection-regulation-gdpr-1-0.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/711097/guide-to-the-general-data-protection-regulation-gdpr-1-0.pdf
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If you are in any doubt about the application of this policy, please seek guidance from a line 

manager, Director, or the US Data Protection Officer. 

For the purposes of this policy, confidential information includes; any confidential information 

relating to the US and/or its members, employees, agents, customers, prospective customers, 

suppliers, or any other third parties connected with the US, including but not limited to: 

• Member details (Inc. personal & financial) 

• Ideas/programme plans/forecasts/risks/issues; 

• Finance/budget planning/business cases; 

• Prices and pricing structures; 

• Sources of supply and costs of equipment and/or software; 

• Computer programs and/or software adapted or used; 

• Policy advice and strategy; 

• Legal advice or direction; 

• Corporate or personnel information; and 

• Contractual and confidential supplier information. 

 

Irrespective of whether the material is marked as confidential or not. 

Individual Responsibility 
Individuals must not, either during or after the termination of their employment or voluntary 

engagement, disclose to anyone other than in the proper course of their duties, or where required 

by law, any information of a confidential nature relating to the Charity or its business, staff, 

volunteers, members, or customers. 

 

Staff and volunteers must assume that information is confidential unless they know that it is 

intended by the US to be made public. Individuals must also be particularly careful not to disclose 

confidential information to unauthorised people or cause a breach of security.  

 

In particular, individuals must: 

• not compromise or seek to evade security measures (including computer passwords); 

• be particularly careful when sending information between the Centre and member 

synagogues; 

• not gossip about confidential information, either with colleagues or people outside the US; 

• not disclose information, especially over the telephone, unless you are sure that you know 

who you are disclosing it to, and that they are authorised to have it. If you are in doubt 

about whether to disclose information or not, do not guess. Withhold the information while 

you check with an appropriate person whether the disclosure is appropriate. 

 

Confidentiality Agreements 
All staff and volunteers must sign a confidentiality agreement, before being given access to 

confidential United Synagogue information. For employees, this agreement forms part of their 

contract of employment. All volunteers that require or are given access to personal and/or 

confidential information in the course of their duties, must sign a Volunteer Confidentiality and Data 

Protection Agreement (Appendix 1). 
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Breaches of confidentiality  

Unintentional breach  
If an individual unintentionally or inadvertently divulges confidential information, or they are aware 

of any individual doing so, he or she must report it immediately to their line manager, head of 

department, or to the US Data Protection Officer.  

Deliberate or reckless breach  
Staff can be held criminally liable if they knowingly or recklessly disclose personal data in breach of 

the Data Protection Act 2018 or UK GDPR 2021. A serious breach of confidentiality is also a 

disciplinary offence and will be dealt with under the United Synagogue’s disciplinary procedures. 
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Appendix 1 - United Synagogue Volunteer Confidentiality and Data 

Protection Agreement 

  
  

United Synagogue Volunteer Confidentiality and Data Protection Agreement  
   
I, the undersigned hereby confirm my understanding and acceptance that United Synagogue 

members’ personal data is highly confidential and as such, is subject to the provisions of all 

applicable Data Protection legislation and regulations. I further understand and accept that I have 

been given access to this data for …………………………………………………………………… (specific task, or 

tasks) on……………………………………(date) in accordance with my role on behalf of the 

…………………………………… Synagogue/Community/Department.  

   

I agree to abide by the provisions of the US Data Protection and Confidentiality policies and 

understand and accept that I am authorised and required to only use this confidential information 

for the purpose for which it is intended. I undertake to look after the data securely while it is in my 

possession and not to release it to anyone else without clear authority to do so and I undertake to 

safely destroy/delete all information immediately upon completion of the specified task(s) for which 

access to this data was granted.   

   

 Name: _________________________________________________________ 

 

Position/Role: ___________________________________________________ 

 

Home Address: ___________________________________________________  

  

Signed:  _________________________________________________________  

  

Date:    _________________________________________________________  

  

   

 

 


